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CVE-2020-11896

• CVSSv3 

• 10

• Description

• This vulnerability can be triggered by sending multiple malformed IPv4 packets to a 
device supporting IPv4 tunneling. It affects any device running Treck with a specific 
configuration. It can allow a stable remote code execution and has been demonstrated 
on a Digi International device. Variants of this Issue can be triggered to cause a Denial 
of Service or a persistent Denial of Service, requiring a hard reset.

• Impact

• Remote code execution



CVE-2020-11897

• CVSSv3

• 10

• Description

• This vulnerability can be triggered by sending multiple malformed IPv6 packets to a 
device. It affects any device running an older version of Treck with IPv6 support, and 
was previously fixed as a routine code change. It can potentially allow a stable remote 
code execution.

• Potential Impact

• Out-of-bounds write



CVE-2020-11901

• CVSSv3

• 9

• Description

• This vulnerability can be triggered by answering a single DNS request made from the device. It affects 
any device running Treck with DNS support and we have demonstrated that it can be used to perform 
Remote Code Execution on a Schneider Electric APC UPS. In our opinion this is the most severe of the 
vulnerabilities despite having a CVSS score of 9.0, due to the fact that DNS requests may leave the 
network in which the device is located, and a sophisticated attacker may be able to use this 
vulnerability to take over a device from outside the network through DNS cache poisoning, or other 
methods. Thus an attacker can infiltrate the network and take over the device with one vulnerability 
bypassing any security measures. 

• The malformed packet is almost completely RFC compliant, and so it will likely be difficult for security 
products such as firewalls to detect this vulnerability. On very old versions of the Treck stack, still 
running on some devices, the transaction ID is not randomized making the attack easier. 

• Potential Impact

• Remote code execution



Additional Vulnerabilities 

CVE ID CVSSv3 Score Possible Impact

CVE-2020-11898 9.1 Possible Exposure of Sensitive 
Information (CWE-200)

CVE-2020-11900 8.2 Use After Free (CWE-416)

CVE-2020-11902 7.3 Possible Out-of-Bounds Read 
(CWE-125)

CVE-2020-11904 5.6 Possible Out-of-Bounds Write 
(CWE-787)

CVE-2020-11899 5.4 Possible Out-Of-Bounds Read 
(CWE-125) and Possible Denial of 

Service

CVE-2020-11903 5.3 Possible Exposure of Sensitive 
Information (CWE-200)



Additional Vulnerabilities Cont.

CVE ID CVSSv3 Score Possible Impact

CVE-2020-11905 5.3 Possible Exposure of Sensitive 
Information (CWE-200)

CVE-2020-11906 5 Integer Underflow (CWE-191)

CVE-2020-11907 5 Integer Underflow (CWE-191)

CVE-2020-11909 3.7 Integer Underflow (CWE-191)

CVE-2020-11910 3.7 Possible Out-of-Bounds Read 
(CWE-125)

CVE-2020-11911 3.7 Assignment for Critical Resource 
(CWE-732)



Additional Vulnerabilities Cont.

CVE ID CVSSv3 Score Potential Impact

CVE-2020-11912 3.7 Possible Out-of-Bounds Read 
(CWE-125)

CVE-2020-11913 3.7 Possible Out-of-Bounds Read 
(CWE-125)

CVE-2020-11914 3.1 Possible Out-of-Bounds Read 
(CWE-125)

CVE-2020-11908 3.1 Possible Exposure of Sensitive 
Information (CWE-200)



Affected Vendors


